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Summary of Presentations

1. JAA Security Regulatory Overview

A status was provided for the JAA rulemaking that has been completed and for that still in progress.  The basic requirements for a reinforced flight deck door are complete.  NPAs 25D-336 and 26-16 were published as final rules on 1 May 2003.  

NPA OPS-30, which addresses the incorporation of the requirements of Amendment 27 to ICAO Annex 6, should be adopted by the JAAC 3 June 2003.  The NPA addresses, amongst other things, the means to monitor activity outside the flight deck door.  The JAA is working on interpretative material to assist in clarifying what is meant by “means for monitoring” in the form of a temporary guidance leaflet, TGL-35.  This TGL will provide additional guidance as agreed by the Operations Sectorial Team (OST) and should be finalized soon.  

JAA has tasked a working group to develop policy related to MMEL for the flight deck door system.  The CAA UK policy has been used as a starting point.  The policy is expected to be published in the near future.

There are several additional rulemaking actions planned to address specific issues that require clarification.  

· NPA 25B-346 was planned to introduce ACJ material to 25-772(c) for locking/unlocking of the door from each pilot’s station.  After internal JAA consultation with the RST, it has been decided not to issue this NPA as NPA 25D-336 introduced into JAR 25 a reference to the FAA policy memo regarding flight deck doors.  This policy memo provides clarification on the issue.

· NPA 26-19 introduced the requirement for the ability to lock/unlock the door from each pilot’s station.  This NPA is planned to be issued for consultation on 1 July 2003.

· NPA 26-18  is planned to address the issue of dual pilot incapacitation.  This subject was raised as a result of the written consultation procedure of NPA OPS-30.  The JAA has received many comments that the locking of the door affects the emergency procedures and the ability of the cabin crew to access the flight deck.  This may prevent the cabin crew from assisting the flight crew in the event that they are incapacitated during an emergency.  Accident data was presented indicating that this may have been a factor in past accidents.  The JAA has made the determination that it is necessary to publish this NPA and solicit formal comments on the issue in order to make a determination as to how it should be addressed.  If this NPA is adopted, implementation is proposed to be three years after publication of the final rule.  

2.  Aircraft Security:  Beyond the flight deck door

FAA Presentation:
The FAA acknowledged the significant effort by the authorities and industry in achieving the 9 April 2003 compliance date for the reinforced flight deck door requirement.  The presentation focused on the continuing security efforts.

The FAA has a Part 25 notice of proposed rulemaking (NPRM) in work to adopt the reinforced door requirements to the areas surrounding the flight deck, e.g. bulkhead, ceilings and floor.  The FAA is also moving forward on eight additional design for security requirements.  Seven of the eight issues have completed the ARAC process with consensus and FAA is awaiting the formal transmittal of the recommendations.  The final issue, design to facilitate searches, remains under discussion.

An NPRM regarding the continuous operation of transponders was issued on 8 January 2003.  The comment period is complete.  Comments from industry were not supportive of this rule.  Many concerns were expressed regarding inadvertent activation and the consequences thereof.  The FAA is in the process of reviewing the comments and determining the next steps.

With regard to monitoring, the FAA is working to emulate ICAO and JAA actions.  An NPRM is planned to be published in the near future.

The issue of lethal and non-lethal weaponry was presented.  This issue falls under the auspices of the Transportation Security Administration (TSA).  The US Congress took up the issue and the carriage of lethal weapons was authorised through the Homeland Security Act.  The use of non-lethal weaponry is still under study.  TSA issued standard operating procedures on 18 April 2003 regarding Federal Flight Deck Officers (flight deck crew specially trained to use lethal weapons).  Flight Standards has taken the action to issue a series of Notices to make the TSA information available to Flight Standards inspectors

With regard to flight deck access, the FAA has taken the path of providing general guidelines rather than mandating exactly what the operators will be required to do.  This will allow the operators flexibility in implementing the requirements.  Access on all cargo airplanes has also been an issue.  The current plan is to develop a comprehensive security program for all-cargo airplanes that would be approved by TSA.

Air Crew training is an ongoing initiative.  TSA has overall responsibility for security training while FAA has the responsibility for safety training.  FAA and TSA are continuing to work jointly in developing the continuing training requirements.

Discussion Issues:
AEA made a statement to JAA that they were not happy with NPA OPS-30 and the process of how it has been dealt with by the OST.  They indicated a concern with the feasibility of implementing the monitoring portion of the NPA by November 2003.  They suggested the need for at least three years to implement.  In addition, they expressed a concern that a TGL is not the proper method to establish an implementation date.  They believe that it should be mandated for non-EU operators flying into Europe.  Finally, they again stressed the point that European governments should assist with funding these security related measures.

An NAA representative seconded the concern related to the short implementation timeframe for the monitoring requirement. In addition, a concern was raised regarding the use of the term “means of monitoring”.

JAA indicated that the NPA OPS-30 was discussed extensively within the OST and RST.  The issue has had due process taking into account the need to issue the NPA as quickly as possible in order to support the ICAO timeframe.  It was agreed that this issue would be brought before the JAAC, however consideration will still be given to meeting the ICAO date.  The term “means of monitoring” will also be addressed by the JAAC.  With regard to the application of the requirement to airplanes flying into Europe, the JAA does not have an equivalent to FAR 129, therefore there is no mechanism for the JAA to impose such a requirement.  JAA indicated that they could not address the funding issue.  

In response to a question on what the FAA expects to issue in terms of monitoring,  the FAA did not comment since the rulemaking is in process.  The intent, however, is to be consistent with ICAO and the JAA.

A question was also asked regarding the fact that many measures have been taken related to on-board security threats.  Specifically, what are the FAA and JAA doing with relation to external threats (i.e. missiles)?  The JAA does not have any specific activities in this area.  The FAA responded that they are not engaged in any anti-missile activity.  Any proposed certification projects are evaluated on a case by case basis.  If necessary, this issue will be addressed at a US government level.

Mandates from TSA are causing a concern to the aviation community.  TSA has issued mandates that physically change the airplane (e.g. curtains, placards) and a question was asked as to how this is coordinated with the FAA to ensure that any airplane interface issues are addressed?  TSA is a developing agency with a strong law enforcement base.  The FAA is working with TSA to create better coordination in the security areas related to the design and operation of the airplane.  Industry followed up with a request for a process in which they can participate in reviewing new TSA requirements prior to their issuance.  

This question was also raised on the JAA side regarding the possibility of better coordination between the aviation community and the security community responsible for determining the threat assessment.  The JAA concurred that there is a need for better communication and agreed to take this as a recommendation from the workshop.  In the meantime this does not preclude communication taking place at a national level.

A question was raised as to whether TSA will have a mechanism similar to FAR 129 to impose requirements on non-US aircraft and how these requirements would be provided to the operators.  The FAA agreed to take this concern back and provide it to TSA.

An issue was raised regarding the security threat created by unmanned vehicles.

JAA has set-up a task-force to prepare a concept on UAV regulation. This concept will also address security issues for UAV. Some of these issues are within the control of Aviation Authorities (e.g. the operator must remain in control of the UAV); some are not (e.g. Control of sales, physical protection of ground control centers).

Workshop Actions and Conclusions:

It is clear that there is still a great deal of concern with regard to monitoring.  On the JAA side, this concern will be taken to the JAAC.  The FAA is still in the process of developing an NPRM.  FAA and JAA have agreed to coordinate their activities on monitoring means.

The other major issue identified related to the coordination between the security and safety communities.  Both the JAA and FAA will look at the recommendation to improve coordination between those agencies who define security threats and those who have to implement the protective measures.  In addition, representatives from security, both US and Europe, will be invited to join the workshop next year.
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