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Enhancing Aircraft Security

Presenter:  C.W.(Pim) van Santen, JAA International Co-ordination Assistant

Introduction

Since the dramatic events in New York and Washington D.C on 11 September 2001 and in order to prevent a re-occurring of these terrorist attacks the aviation community throughout the world realized that stringent security measures had to be taken,

In the United States, through the issuance of the SFAR 92, security measures were taken on very short notice by FAA. Responsible bodies and Aviation Authorities in Europe acted in a similar manner and in this presentation an overview is given of the current security measures recommended by JAA to the members of the JAA and the on-going regulatory activities.

European Bodies responsible for Aviation Security and Aviation Safety
In Europe four distinct bodies with responsibilities in the field of Aviation Security and Aviation Safety can be mentioned.

1. - The European Union, EU, with its 15 Member States. In order to assure appropriate security measures being taken by the EU Parliament, the Commission installed under the chairmanship of DG/TREN the ‘Ad Hoc Group on Civil Aviation Security’.

The ‘Ad Hoc Group on Civil Aviation Security’ identified security measures to be taken ‘on ground’ e.g. airports, ‘on board’ e.g. airplanes and ‘in flight’ e.g. air traffic management and the Ad Hoc Group on Civil Aviation Security was advised in these matters by the European Civil Aviation Conference, ECAC and by representatives of the JAA. The ‘Ad Hoc Group on Civil Aviation Security’ issued its Final Report on 30 November 2001. 

2. - ECAC represents 38 European States, including of course all EU Member States, and is primarily tasked by the EU to advice on Airport Security. The ECAC Security Working Group tasked the ECAC Task Force (TF) 1 to address the following On Board security issues.

· Control of Access to the Cockpit

· In-flight Security Personnel

· Communication between Aircraft and Ground

The JAA participated in this TF1 and advised ECAC in particular on the issue of Control of Access to the Cockpit.

The ECAC TF1 Report was endorsed by the ECAC Security Working Group during its special forty-sixth meeting in Paris, 22-23 November 2001

3. - EUROCONTROL has a shared responsibility with EU Member States Air Traffic Control Bodies with respect to air traffic control over Europe. A EUROCONTROL Task Force was established to develop an ATM Actions Programme

4. - The JAA has of course the responsibilities to recommend to the Members of the JAA safety related security measures and assure that the different Joint Aviation Requirements, e.g. JAR 25, Large Aeroplanes; JAR 26, Additional Airworthiness Requirements for Operation and JAR OPS-1, Commercial Air Transportation (Aeroplanes)  are amended as appropriate. 

Legal Responsibilities in Europe

It should be clearly understood that JAA has no legal power to enforce security measures. This is the responsibility of the EU and the JAA Member States Governments. 

Objectives of Security Measures
Security measures will only be effective if they are based on a multilayer approach. This implies that priorities must be set.

The first priority is for the appropriate Governmental bodies to assess and define the security threat in a country, or area, or even on specific flight routes and this information shall be dissipated to the Airport and Aviation Authorities. 

The second priority is the implementation of On Ground security measures and the third priority is the implementation of security measures On Board. 

It should always be kept in mind that in the end security measures taken On Board of aircraft shall never prioritize over security measures to be taken On Ground. 

Also of importance is the fact that security measures, like a locked cockpit door policy during flight, should always be imposed in conjunction with the necessary operational procedures between flight and cabin crew staff. With the issuance of SFAR 92 the FAA recognized that security measures might degrade the required level of safety, as defined by the airworthiness requirements, for a limited period of time. The JAA concurs with this approach and the security measures recommended so far do reflect this policy.

Finally co-ordination between Governments, Authorities, International organizations etc. is urgently needed to assure that security measures taken will met the objectives of countering the security threat.

JAA Drafting Group for Security Measures

In October 2001 the Executive Board (EB) of the JAA concluded that a JAA Drafting Group for Security Matters should be established. This Drafting Group is specifically tasked to support the Central JAA in the drafting of JAA Policy Papers, the drafting of (Advance) Notices of Proposed Amendments to the JARs, support the Central JAA in its pro-active and re-active activities in the EU Ad Hoc Group on Civil Aviation Security and the ECAC Task Force 1.

The members of the Drafting Group should also inform the Central JAA on national developed related actions.
An Overview of  JAA Participation in Forums dealing with Security.

As already mentioned above the JAA ‘Drafting Group for Security Measures’ was established to co-ordinate and draft security related proposals e.g. Policy Papers, JAA Positions in other Forums and to support the normal regulatory Processes.

In order to assure the necessary international co-ordination the JAA participates in the following forums dealing with Aeroplane Security:

· FAA/JAA Design for Security Harmonisation Working Group

· ECAC TF1 

· EU Ad Hoc group on Civil Aviation Security as Observer

· ICAO Aviation Security Panel (under ECAC auspices)

· IATA Global Aviation Security Action Group 

Security Recommendations issued by JAA 

After the FAA published the Special Federal Aviation Regulation, SFAR, 92-1 the JAA reviewed this SFAR and followed up with recommendations to all JAA Members Authorities through the publication of the “JAA Policy Paper on Flightcrew Compartment Access Door Design and the associated Changes in Operational Procedures” dated 20 November 2001. 

This JAA Policy Paper advises the JAA Member Authorities to grant Operators, who are operating under a JAR OPS-1 AOC, a temporary alleviation to meet certain JAR 25 Airworthiness Requirements when the Operator wants to modify cockpit doors to enhance the intrusion resistance. However appropriate operational procedures should be put into place before the aeroplane can be returned to revenue service. The complete text of the Policy Paper is contained in Appendix 1.

The content of this JAA Policy Paper was also included in the ECAC Task Force 1 Report.

After the publication of the Amendment 106 to FAR Part 25 the JAA decided to issue a Notice of Proposed Amendment (NPA) to JAR 25.772, Pilot Compartment Doors and JAR 25.795, Security Considerations, similar in content as the Amendment 106 of FAR Part 25. The adoption of this NPA by the JAA Committee is foreseen in October 2002.

Following the ICAO Ministerial Conference on Security, Montreal 19-20 February 2002, the JAAC discussed the outcome of this Conference and the proposed amendments of ICAO Annex 6.  As a result the JAAC issued a Statement regarding Cockpit Security Policy on 26 February 2002. The Statement is attached as Appendix 2 to this document.

The JAA had already decided to amend JAR 26 and JAR OPS-1, taking into account the proposed Amendment to JAR 25 and the JAAC Policy Paper dated 20 November 2001, however the decision was taken to include into these Amendments of JAR 26 and JAR OPS-1 the essential parts of the Amendment 27 to ICAO Annex 6.

Therefore the JAA intends to issue a NPA to JAR 26, amending JAR 26 with the same technical requirements as the above mentioned Amendment to JAR 25.795 respectively JAR 25.795  and to define the applicability and effectively as introduced by Amendment 27 to ICAO Annex 6:

· Aeroplanes with a M.T.O.W. mass of 45.500 kg or more, or with more than 60 Passenger Seats.

· Effectively: 1 November 2003, and

a NPA to JAR OPS-1, in order to amend JAR OPS-1 with the operational and guidance material in line with the JAAC Policy Paper dated 20 November 2001, the JAAC Statement dated 26 February 2002 and Amendment 27 of ICAO Annex 6.

Adoption by the JAAC of these two NPAs is also scheduled for October 2002

Finally the JAA intends to circulate an Advance Notice of Proposed Amendment seeking views from Aviation Authorities and other interested parties on the following issues:

1. Installation of Video Camera’s in the forward cabin with the purpose to identify persons wishing to enter the cockpit,

2. Improvements needed in cockpit/cabin communication systems and procedures when the cockpit door is locked during flight, and

3. Installation of a transponder system with an uninterrupted signal transmission, to be switched on in case of a terrorist event on board. 

Depending on the comments received, additional airworthiness and operational requirements shall be proposed through the normal NPA process. It is also foreseen that these NPAs, if any, shall be submitted to the JAAC for adoption in October 2002.

In conclusion the JAA is fully supportive of the necessity to take security measures on board of aeroplanes. Together with the other responsible bodies, both within and outside Europe, the JAA will continue to address and solve these issues.
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