Agenda Item 2.  Overview of FAA Airplane Security Activities

Presenters:
Dionne Krebs and Matthew Schack, FAA 

Topic:  During this agenda item, the FAA will provide an overview of the actions related to airplane security taken after the terrorist attacks of September 11, 2001, and discuss the related rulemaking activities (those rules already issued and planned future actions).

Discussion of Issues:

Background 

The September 11, 2001, hijacking events have demonstrated that some persons are willing to hijack airplanes and use them as weapons against the citizens of the United States.  This is a safety and security threat that was not anticipated and, therefore, not considered in the design of transport airplanes.  The recent hijackings make it clear that there is a critical need for both short term and long term improvements in airplane security.

In 1999, prior to the hijacking events, the FAA tasked the Aviation Rulemaking Advisory Committee (ARAC) with developing harmonized security related design provisions based on Amendment 97 to Annex 8 of the Convention on International Civil Aviation.  That activity was in work at the time of the hijacking events and did not account for the type of events that occurred on September 11.  Those International Civil Aviation Organization (ICAO) standards associated with security addressed: survivability of systems, fire suppression, smoke and fumes protection, least risk bomb location, pilot compartment (small arms and shrapnel penetration), and interior design to enhance rapid cabin searches.  

U.S. Response to Improve Airplane Security

Within days after the September 11 hijackings, the U.S. Secretary of Transportation, Norman Mineta, formed a “Rapid Response Team (RRT) on Aircraft Security.”  This team brought together representatives of aircraft designers and airline operators, pilots, and flight attendants, with an objective to determine what actions needed to be taken to improve security aboard airplanes and restore the confidence of the American public in commercial aviation.  (Secretary Mineta also formed a parallel team on airport security to specifically address airport security issues)

On October 5, 2001, the RRT on Aircraft Security issued a report focusing on security issues arising on aircraft in connection with operation of commercial airlines.  This report contained numerous recommendations for changes to aircraft design and operation, with many to be implemented immediately or in the very near future. 

On November 19, 2001, the U.S. Congress enacted the Aviation and Transportation Security Act (ATSA) (Public Law 107-71), which directs the FAA to take action to improve aircraft security both immediately and in the long term.  The ATSA is far reaching, and accomplishes the following:  creates the Transportation Security Administration (TSA);  addresses Federal Air Marshals, airport access security, and passenger security fees; requires procedures and guidelines for emergency notification and crew training; and, affects airplane design and operational procedures.

Section 104 of the ATSA focuses on airplane design/operation: 

· 104(a)  addresses implementation of improved security measures specifically related to the aircraft cockpit;

· 104(b) addresses implementation of other security measures aboard the aircraft, such as installation of video monitors, crew alerting systems and continuously operating transponders;

· 104(c) addresses implementation of improved security measures for commuter aircraft

Section 107 of the ATSA calls for developing detailed guidance for a training program that prepares flight and cabin crewmembers to meet potential threat conditions.

Other sections of the ATSA address security measures related to enhanced air-to-ground communications and flight crew identification (e.g. requiring all pilot licenses to incorporate a photograph of the license holder and appropriate biometric imprints).

The FAA has developed a systems approach to airplane security that responds to the various security initiatives (RRT, ICAO requirements, etc.),  addresses all of the mandates of the ATSA, and implements the coordinated (TSA/AFS) strategy for airplane security.  The basis of that strategy is to deter hijacking plans by requiring the implementation of airplane design and operation features to delay/deny unauthorized access to the flight deck.   The rulemaking actions and activities discussed below implement the systems approach to airplane security.

Completed Actions

Flightdeck Door SFAR 92 (“Phase 1” interim modification):
Special Federal Aviation Regulation (SFAR) 92-3, effective January 15, 2002, mandated the modification of part 121 operated passenger airplanes and those all-cargo airplanes (with doors and an occupied compartment), to install internal locking devices on the flightdeck door.  The SFAR allows those modifications to be made with relief from certain procedural and airworthiness requirements.  By April 22, 2002, those operators must provide a schedule for the changes necessary to restore compliance with applicable requirements.  SFAR 92-3 was superceded by SFAR 92-4 (effective March 19, 2002) which removed the termination date of April 22, 2002 in paragraph 6 with respect to operators making those modifications to their own airplanes. The SFAR 92-4 terminates on April 9, 2003.

Flightdeck Door Part 25/121 Rule (“Phase 2” final retrofit modification):
An Immediately Adopted Rule (IAR), effective January 15, 2002, adopts a part 25 impact resistance and ballistic resistance performance standard for flightdeck doors.  Also adopted was a part 121 rule to require the installation of flight deck doors meeting the new part 25 performance standards for part 121 operated passenger airplanes and those all-cargo airplanes (with doors installed and an occupied compartment) by April 9, 2003. 

Future Actions
Future airplane security rulemaking activities discussed below are being developed in the context of a systems approach as opposed to a series of individual rulemaking projects.  Therefore, some of the actual rulemaking will be “bundled” together into one rule project.

Flightdeck Door (expanded applicability of part 25 performance standards):   The FAA is currently evaluating if the new part 25 performance standards for the flightdeck doors will be a retrofit requirement for those part 25 airplanes operated under parts other than part 121 (parts 91, 121 cargo without doors, 125 and 135).

Security Enhancement Issues for Smaller, Non-Transport Category Airplanes:

FAA issued a notice of request for comments on April 2, 2002, to obtain public input to the Aviation and Transportation Security Act (ATSA), Public Law 107–71, paragraph 104(c), which addresses securing the flight deck of Commuter Aircraft.  Based on the comments received, the FAA will make a determination on how to proceed with Non-Transport category airplanes and the will issue rulemaking as necessary.

Flightdeck Bulkhead and Surrounding Areas Part 25 Rule:  
To fully implement the Aviation Rulemaking Advisory Committee (ARAC) recommendations (implementing ICAO design for security requirements), the FAA plans to issue a Notice of Proposed Rulemaking (NPRM) to propose a part 25 performance standard (same as that discussed above) for flight deck door installations (including bulkhead, floors, ceilings, etc.).

Other ICAO Design for Security Requirements:  

The FAA plans to issue an NPRM to propose part 25 requirements to implement the remaining ICAO design for security requirements (least risk bomb location, cargo compartment fire suppression, flightdeck smoke penetration, passenger cabin protection, rapid search of the cabin, critical system separation).  The FAA is currently awaiting recommendations from ARAC that are necessary to proceed in developing the proposed rules.

Transponder Continuous Operation (Part 121 Rule):  
The FAA plans to issue an NPRM to adopt a part 121 rule to require continuous operation of the airplane transponder in a hijack mode.

Crew Awareness (Part 121 Rule):

The FAA plans to issue an NPRM to adopt a part 121 operational requirement with respect to crew awareness.  ICAO has also adopted similar requirements to address crew awareness which include a means for the flightdeck crew to monitor the area outside of the flightdeck and a means to discretely alert the flight crew of suspicious activity in the cabin.

Lethal/Non-Lethal Weaponry:  
The National Institute of Justice provided a report and recommendations to the Secretary of Transportation (SOT) on February 18, 2002.  The FAA also issued a notice of request for comments.  Based on the NIJ report and comments received, the SOT will make a determination on how to proceed with lethal/non-lethal weaponry and the FAA will issue rulemaking as necessary.

Other Actions

Pilot Programs: 

As part of the measures announced by President Bush on September 27, 2001, to increase aviation safety, pilot programs were created to investigate new technology or apply existing technology to enhance airplane security.  Those programs involve video-monitoring and crew alerting systems.  The status of these programs is unknown at this time since the funding for the pilot programs has not yet been allocated by the FAA and they are therefore not required to report progress/status to the FAA.

International Outreach:

The FAA has communicated through letters, international meetings, and in the preambles for the SFAR (92-3, 92-4), and the flightdeck door rule, the expectation that all foreign operated airplanes flying in or out of the U.S. will be modified to reinforce flightdeck doors in a manner similar to the U.S. fleet (both interim and final modifications). The FAA plans to issue a part 129 final rule to mandate flightdeck door modifications.

Certification, Maintenance, and Operations Workshop
Page 4
Dan Cheney, FAA
4
Enhancing Aircraft Security – An Update

Page 1
Agenda Item 2

